There is not a single newspaper,
magazine or news program that
does not have articles related to se-
curity. Whether itis the war on ter-
ror, hackers getting into computer
systems, violence or war, every-
thing seems to be tied to security. It
almost seems as if the world has be-
come a much more insecure place
than ever, but is that really true?
think a lot of what we experience is
in the eye of the beholder.

In our industry, security is syn-
onymous with the security related
to the systems and infrastructures
we use. Recently the discussion
about this information security
has led to an explosion of com-
panies operating in the security
business. Security has become
a product, in different sizes and
shapes. True, when building
networks, linking systems and
building environments in which
everything is accessible and infor-
mation is available to everyone a
risk is introduced that people may
be tempted to do something mali-
cious with this capability. But are
the risks as high as we are made to
believe?

I find thatalot of people are driven
by Fear, Uncertainty and Doubt or
FUD. This FUD is in many cases
being spread by organizations and
individuals that use it for their
own benefit. This FUD culture has
been fed by claims regarding risks,
attacks and even cases where se-
vere problems have arisen in the

FUD

We live in a world in which “security”
has become an institution. In today’s
world it is a word with an incredible
impactand reach...

electric infrastructure based on a
lack of security. It may be just me,
but where is the proof for these
claims? [ may have missed some-
thing, but there does not seem to
be a whole lot of evidence to sup-
port all the stories that I hear and
read.

Of course in a networked environ-
ment it makes sense to consider
and evaluate the vulnerabilities
and the associated risks of a sys-
tem, a company an infrastructure.
A security policy to manage these
vulnerabilities and limit the risks
also makes sense and investing in
solutions therefore is natural. But
there is one thing that makes me
think and wonder. In my family
we believe that fear is a bad advi-
sor and that it is better to use your
common sense instead of follow-
ing your gut feeling based on fear,
uncertainty or doubt. So why do
so many people let themselves be
influenced by the FUD that others
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are spreading? I think it is because
modern systems and technologies
are perceived to be complex, ab-
stract, virtual and sometimes even
incomprehensible. This leads to a
situation in which many people
consider themselves not knowl-
edgeable enough to get involved
in the discussion and thus start
avoiding the topic. And thus the
one-eyed becomes a leader in the
land of the blind. So are all secu-
rity specialists bad? No, of course
not! There are many excellent
companies and individuals that
provide services and solutions
that seriously decrease the vulner-
abilities and risks that can exist in
networked solutions.

So what to do? My dad always
says that the best way out of trou-
ble is straight through it. So my
advice is to face security as any
other engineering challenge - un-
derstand the vulnerabilities and
risks, as well as the possibilities to
create solutions for a secure power
system, and then engineer these
solutions. Make use of people and
organizations that can be of assis-
tance in that process and do not let
yourself be led by FUD. So change
your FUD into knowledge, poli-
cies, strategies and solutions.

So Fear, Uncertainty and Doubt
are quickly replaced by Trust, Reli-
ability, Intelligence, Certainty and
Knowledge.

Iam sure that will do the TRICK.
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