
Modern Intelligent Electronic De-

vices, encountered at a substation, 

conform to a common architecture:

A processor directs Analog and Binary 

Input subsystems to acquire data from 

the power system; a Binary Output 

provides system control and Com-

munication Subsystem interfaces 

to Substation Automation, SCADA 

and Energy Management Systems.

The rigid, real time performance demands placed on Protective Relays, Remote Ter-

minal Units, Communication links, SCADA and EMS systems, coupled with harsh 

operating environment, make these systems complex to design, install and operate.

This article describes real life episodes as seen through the eye of equipment provider.
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False Breaker Trip Reporting
A Supervisory Control (early 

1970’s predecessor of SCADA) 
system at a major Electric Utility 
reported circuit breaker operations 
at several substations occurring at 
random, over the span of several 
weeks. 

Subsequent inspection of the 
breaker control equipment at 
those substations revealed that no 
breaker operations took place and 
a Supervisory Control equipment 
was providing false information. 
Several dozens of these systems 
were purchased and installed by 
that Utility. Naturally, the reliabili-
ty of the equipment and the qualifi-
cations of the personnel involved in 
its design and manufacturing were 
seriously challenged by the Utility 
management.

It has been mildly suggested dur-
ing the meeting preceding field in-
vestigations that the equipment be 
put in perfect operating condition 
by the “end of the week” or replaced 
with similar product made by those 
“who know what they are doing”. 
The diagram in Figure 5 depicts a 
typical system configuration.

The rest of the day was spent 
at the Master Station ( a 90” tall 
cabinet full of PC cards with mostly 
discrete transistors and indicating 
lights). The oscilloscope measure-
ments indicated proper signal levels 
suggesting that the problem was 
on the RTU level. It is worth men-
tioning here that the understanding 
of the substation noise was rather 
sketchy in those days and the equip-
ment tended to be overdesigned.

Similar investigations were per-
formed at the Remote Terminal 
Units in question. Oscilloscope 
measurements provided no clues. 
An MG-6 relay connected in “buzz-
er” mode was used to generate a 
substantial amount of noise; again 
no false operations were observed.

As the week came to a close, the 
52a wiring (see above) check was 
done in desperation. The RTU ter-
minals looked fine; however, a walk 
to the breaker control box in the 

yard was very fruitful; the corre-
sponding terminals had loose screw 
connections! It was discovered later 
that the same problem existed at all 
suspected RTU locations. End re-
sult: happy Customer ! 

Lesson #1: Pay attention to the 
simplest element of your system

Continuous alarm
The equipment and location 

were the same as in the previous 
episode. Under normal operating 
conditions the alarm or change of 
contact status was reported by an 
RTU and acknowledged by a Mas-
ter Station to reset the alarm. The 
communication links to the RTUs 
were 60mA loops operating at 50 
bps (sic!) connected as shown in Fig 
ure 2. The transmit TX and receive 
RX devices were identical mercury 
wetted contact relays with plug-in 
octal bases.

One of the RTUs reported an 
alarm but the Master Station ac-
knowledgement failed to reset 
it, and thus an alarm condition 
persisted at the RTU. The system 
operator would dispatch a techni-
cian to the RTU who subsequently 
swapped TX and RX relays, there-
by eliminating the problem.

Several days or so later the same 
problem would occur, so the same 
approach was used and  the prob-
lem cured again. Note that TX and 
RX relays were now in their origi-
nal position! 

During the field trip to the sub-
station, the real problem was deter-
mined to be a solder whisker on a 
printed circuit board extending to 
the adjacent trace, as shown in Fig-
ure 4. 

During abnormal system behav-
ior with the RTU enclosure sealed, 
the internal temperature caused the 
solder whisker to expand, touch-
ing the adjacent PCB trace and 
disabling the alarm acknowledge 
circuit. Opening the enclosure to 
swap TX and RX relays lowered 
the temperature sufficiently to con-
tract the whisker, thereby “fixing” 
the problem.

Lesson #2: The “repair” you 
just made, may not have anything 
to do with the problem!

Printed circuit board 
swapping

One of the most commonly 
used methods of system trouble-
shooting is “board swapping”; here 
is another real life story. 

A second generation SCADA 
system, with computer based Mas-
ter and integrated circuit CMOS 
RTUs, was being installed at a me-
dium sized municipal utility. The 
system configuration was similar 
to Figure 5 with four RTUs on each 
communication link. The RTU 
conformed to Figure 1, with the 
processor section consisting of 3 
printed circuit boards: A, B and C. 

A portable Master simulator 
was used to commission the RTUs. 
(Figure 3) Here is the approximate 
sequence of events used in initial 
troubleshooting:

 RTU #1 was verified to perform 
properly.

2 60 mA Loop

 One of the most 
commonly 

used methods 
of system 

troubleshooting is 
“board swapping” 
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retries and after failure, declared 
RTU or communication line “out 
of service”. This performance (even 
with 99.9992% availability!) was 
unacceptable to the user. Consider-
able time was invested in analysis of 
data communication channels. No 
obvious sources of suspected inter-
ference were found; all vital param-
eters were well within limits. The 
communication FSK modem was 
blamed, as 1800 bps operation in 
those days was at the cutting edge 
of technology. Many adjustments 
to compromise delay equalizer 
failed to improve the performance.

A legal action with $6 million 
liability was suggested at various 
management levels.

At that time the author was vol-
unteered to take a look at the prob-
lem. From the very beginning he 
suspected factors other than those 
outlined above. 

How do you “catch” the instant 
of 120 msec occurring once or twice 
in a 24-hour period with sufficient 
resolution to decode 555 msec (1 
bit time at 1800 bps)? (Remember, 
those were the days before logic 
analyzers, and storage oscilloscope 
was the best tool available.)

Here is the brief description 
of a rather lengthy investigation 
process:

During a trip to a local audio 
equipment rental facility, a stereo 
tape recorder and stereo earphones 
were obtained and connected to the 
communication lines:

After some practice, a rhythm of 
“good” and “bad” communication 
exchanges was determined. A hu-
man ear is an excellent integrator!

Occurrences of communica-
tion problems were correlated to 

nent platform with vertical pins in-
serted in the IC socket. The top pins 
were jumpered with the bare wire 
and hand soldered. The unused 
connections, as determined by ad-
dress decoding, were clipped off. 

It was found that the jumpers 
described above had cold solder 
connections causing intermittent 
problems. Furthermore, these 
innocent jumpers were subcon-
sciously removed from the “bad” 
boards and transferred to the 
“good” boards, always remaining 
with RTU#2.

Lesson #3: Be aware of vari-
ables introduced during board 
swapping.

I n t e r m i t t e n t  d a t a 
communication

A large process control system 
as shown on the diagram in Figure 
6 was installed. A major computer 
manufacturer provided main con-
trol processors, SYSTEM 370 and 
SYSTEM 7 and software; COMM 
INTFCE and RTUs were supplied 
by (then) a Major SCADA Com-
pany. RTU communication was 
via copper shielded twisted pairs 
with a maximum distance of 5 
km. Asynchronous frequency shift 
(FSK) modems operating at 1800 
bps, with mark and space frequen-
cies of 1200 and 2200 Hz respec-
tively, were used. Connection was 
4 wire with separate pairs for data 
transmit and receive. RTU commu-
nication used popular 32-bit proto-
col with 2 start, 24 data, 5 CRC and 
1 stop bits. SYSTEM 7 to COMM 
INTFCE data link was parallel with 
12 bit data lines and several control 
lines.

During final system start-up, 
a vicious communication problem 
was uncovered. 

Several (2 to 4) times per day 
COMM INTFCE reported CRC 
(cyclic redundancy check) errors 
on data acquisition; this condition 
existed in short bursts of 120 to 
180 msec. 

System software invoked error 
recovery initiating 3 data retrieval 

 RTU#2 intermittently did not 
respond to the simulator.

 The known reference set of 
boards(A,B,C)was inserted in 
RTU#2; causing the problem as in 
step 2.

 The set of boards from RTU#1 
was transferred to RTU#2; causing 
the problem as in step 2.

 The set of boards from RTU#2 
was t ransfer red to RT U#1; 
RTU#1 checked out OK!

 The backplane (motherboard) of 
RTU#2 was replaced and the prob-
lem still existed as in steps 2,3, 4!

Similar situations were repeated 
at other RTU locations. 

The careful reader at this mo-
ment agrees that some mysterious 
events occur at those substations! 
Utility engineers reported later 
that the manufacturer’s field en-
gineer had five sets of boards and 
backplanes in his automobile, and 
was driving at 70 mph across town 
(from one RTU to another) with a 
wild expression on his face!

Here is the real problem as found 
many days later:

To operate on a shared commu-
nication channel, the RTUs needed 
unique addresses. The addressing 
was accomplished using a compo-

Be aware 
of variables 
introduced 
during 
board swapping. 
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the tape counter on tape recorder. 
Known sections of tape were 
played back as in Figure 7. Normal 
data retrieval sequence consisted of 
one 32 bit request sent to RTU, fol-
lowed by up to 8 32 bit responses 
from RTU. 

RTU ResponseData Request

It was determined that during the 
communication problems one 
32-bit data request was repeated as 
shown: 

RTU ResponseData Request

The “phantom” request, shown as 
shaded area, was later attributed to 
the race condition on the COMM 
INTFCE parallel to serial converter 
when “write” signal exceeded max-
imum allowable duration. 

As a result the receiver clock 
recovery mechanism was disabled 
and the incoming RTU response 
was received using transmit clock! 
No wonder massive CRC errors 
were encountered. It was later 
determined that the duration of 

“write” signal was affected by SYS-
TEM 7 loading. To make COMM 
INTFCE immune to variations of 
this signal, a monostable multi-
vibrator (one shot) was added, thus 
eliminating the entire problem.

The author fondly recalls having 
to work 14 hours on the Bicenten-
nial Fourth of July 1976!

Lesson #4: Design your inter-
faces with care, protect yourself! Do 
not be afraid to use unconventional 
tools.

Fiber optic noise immunity
Industry’s first Integrated Sub-

station Protection and Control 
system was designed as an EPRI 
project in early to mid 1980s using 
the then state of the art micropro-
cessor 8086 16-bit technology. Due 
to processing limitations, (8086 
operating at 6MHz and memory 
of 128 kbytes) multiple processors 
(up to 6) shared the computational 
loads and were configured in shared 
memory clusters.Figure 8 shows a 
simplified diagram of the system.

The Station Computer provided 
operator interface for substation 
management and was connected to 
Protection Clusters via coaxial cable 

Data Highway communicating at 
1Mbps. Protection Clusters’ func-
tion was protection and control; 
Data Acquisition Units interfaced 
to the power system and were con-
nected via fiber optic Data Links 
operating at 1Mbps to Protection 
Clusters.

Fiber optic Clock and Arbitra-
tion Bus synchronized the system 
and allowed for intercluster com-
munication for time critical con-
trol operations.The system was 
designed with interoperability in 
mind 20 years before IEC 61850; 
the elements shown in dotted lines 
were provided by another manu-
facturer and were successfully inte-
grated into the system during final 
installation at a major 500 kV sub-

When things do not 
make sense, 

you have made
 a wrong 

assumption!

8  Simplified diagram of the system 
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station.In the final phase of testing 
at the factory, the system suddenly 
started to “crash” several times per 
day.Extensive use of fiber optics 
assured very high degree of noise 
immunity, thus exonerating sys-
tem hardware.The interaction of 
multiple processors in clusters was 
suspected and analyzed over the 
period of days; no obvious reasons 
were found.

It was observed later that the 
crashes occurred during late morn-
ing, and were later correlated to the 
passing of a Mail Robot vehicle near 
the system. The vehicle has a motor 
that generates EM interference; the 
system hardware became a prime 
suspect. Very soon the problem was 
solved:

A robot (in addition to motor) 
had a safety strobe light that was 
penetrating one of the Protection 
Clusters via partially open enclo-
sure rear door.  These light pulses 
were “read” as spurious interrupts 
by a fiber optic receiver left open 
for the integration of other manu-
facturer’s cluster into the system. A 
strategically placed piece of electri-
cal tape cured the problem.

Lesson #5: Do not take any-
thing for granted.

False system operations
Some time following successful 

installation and integration at the 
substation, the system described in 
the previous chapter began to issue 
false breaker trip commands. 

These occurrences were rare 
(2 to 3 weeks apart), random, and 
were traced down to all protection 
clusters. Obviously, much energy, 
time, and money was invested in 
attempts to eliminate this unpleas-
ant phenomenon. The complexity 
of the system opened the door to 
various theories in two basic areas:

 Substation noise
 System software bug

The system passed extensive 
factory type testing including 
SWC, Fast Transient, RFI and tem-
perature limits.

Massive utilization of fiber op-

tics for system interfaces eliminated 
a wide area of suspicion. The sys-
tem was designed by software and 
hardware engineers with vast expe-
rience in substation requirements. 

Software “traps” were added to 
the system, logic analyzers initial-
ized to trigger on suspected events 
were installed, and additional fil-
tering and shielding were tried; no 
answers were obtained. The last el-
ement analyzed by the author was 
Analog Input card in Data Acquisi-
tion Unit. (Figure 9)

The microprocessor controlled 
the A/D conversion process, and 
using precision REF inputs, pro-
vided continuous A/D calibration 
for temperature and component 
tolerance drifts.

The calibration was in the form 
of: Where y – A/D output; a – gain; 
x  – Analog input; b – offset.The 
A/D had 16-bit output, while the 
microprocessor was 8049 fam-
ily 8-bit machine. All arithmetic 
operations were, therefore, using 
double precision arithmetic (low 
byte, high byte). 
15                                                0
7     High byte   0  7   Low byte     0

The assembly language pro-
gramming was used.Taking the 
program listings and processor ref-
erence manual home, away from 
the day to day distractions, after 
several hours of careful instruction 
by instruction study, the resound-
ing EUREKA! followed.

It was found that doing ax + b 
addition, the processor checked 
for possible register overflow (i.e. 
the result possibly exceeding 15 bit 
number).

Bit 7 of HIGH BYTE set to “1” 
indicated that fact, and should re-
sult in setting the register to full 
scale (7FFFhex).

Instead of testing that bit, bit 
7 of LOW BYTE was tested in er-
ror (otherwise known as software 
“bug”). 

Full scale input to the A/D was 
5 V corresponding to 30 p.u. (150 

9  Analog Input
  

A rms) for analog inputs. It is easy 
to compute that the input of ap-
proximately 20 mV (0.585 A rms) 
sets bit 7 of LOW BYTE to a “1”, 
thus causing the false assumption 
of a huge fault current (equal or 
greater then 30 p.u.) and subse-
quent system trip.

Lesson #6: Pay attention to 
processor architecture. Avoid fixed-
point arithmetic.

I Thessalonians 5:21

And a quote from the 
past:

“Omnia autem probate 
quod bonum est 

tenete.”
“Prove all things; 

hold fast that which is 
good.” 


