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Lessons Learned

[EC61850

by Stephen A. Trachian, Tennessee Valley Authority and
Brian P. Smith, EnerNex Corporation, USA

A 20/20
Hindsight Look

Implementing
IEC 61850

Substation Automation projects
have offered many lessons on many
fronts for utilities and the success
of recent projects have clearly dem-
onstrated the value of utilizing IEC
61850 technology. The degree
of engineering effort and exper-
tise which has been required to
make these facilities operation-

ally viable however, has been well

beyond what the glossy visions of trade shows might lead one to believe. This article takes

a close, pull-no punches look at the trials and tribulations encountered in projects which

have implemented the full suite of IEC 61850 in a multi-vendor environment. With

the first round of projects complete, the time for speculation and estimation has passed.
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“CLEARLY DEFINED POINTS OF INTEROPERABILITY...”
Conscious or not, this mantra has for many years been used
as the foundation of substation design, operations, and main-
tenance. Voltages, currents, a-contacts, and b-contacts are as
rudimentary to the substation as the alphabet is to the Eng-
lish language and the value they provide the utility is flex-
ibility... flexibility to modularize a problem, distribute the
associated work, and select the “best in class” solution for ev-
ery individual piece of the overall system. While these items
may seem trivial to some, their absence will challenge even
the most savvy of utilities when deploying new technologies
suchas IEC 61850 as part of a substation automation system.
And if you think the challenges stop there, then think again as
tools and techniques will need to be examined and revamped
nearly every step of the way.

Such has been the experience of at least one utility in its
efforts to shift to utilizing IEC 61850 technology for new
transmission facilities. With the project schedule and budget
being the most likely casualties of this type of change in de-
sign philosophy, accepting up front that the use of the tech-
nology in the project would require a different approach was
the first step. Even with this “eyes wide open” approach, un-
anticipated challenges still found their way into the project.
And notjust the obvious technical challenges one would ex-
pect to encounter in this type of effort, but challenges in orga-
nizational responsibilities, processes used, engineering tools,
as well as the method and type of documentation required.

The goal here is that the details presented in this paper will
aid utilities which are just starting the migration to utilizing
IEC 61850 technology by providing some perspective on the
experiences of other utilities.

Organization

Out of the gate, chances are that one of the first challenges
the utility will encounter will be centered on organizational
issues. Responsibilities, skill sets of the personnel supporting
the project, and widespread buy-in by all affected organiza-
tions will present challenges that needs to be addressed.

Responsibilities: “Your switch is in my protection scheme”.
“Your protection scheme is in my switch.” The first organiza-
tional challenge a utility is likely to encounter is the blurred
line between the traditional protection, control and commu-
nication responsibilities. For smaller utilities where person-
nel tend to be cross- disciplinary, this may not factor heavily
in the experience. For larger utilities where these functions
may be distributed across more than one organization, this
aspect has the potential to generate very spirited internal
discussions mainly centered on organizational ownership
of the Ethernet switches supporting the [IEC 61850 GOOSE
messaging.

The fundamental issue arises due to the Ethernet switch
being considered part of the protection scheme. Does it be-
long to the telecommunications group or does it belong to
the protection and control group? In reality, the responsibili-
ties for the Ethernet switch, as well as the rest of the network
should reside with the organization which is best suited to
deploy networking technology regardless of the functions

One of the main challenges a
utility faces in implementing
IEC61850

being supported. If the telecom or IT group was responsible
for networks prior to adopting IEC 61850 technologies, then
all the pros and cons should be weighed before changing
those responsibilities. No matter how the responsibilities are
divided, there will always be organizational interface points
and interdependencies. As long as functional requirements
for the network are clearly defined in the system specifica-
tion document which is discussed later in this paper, then
concerns due to the responsibility for the network residing
outside the protection and control group should be mini-
mal. Commissioning testing for the completed system will
provide the needed verification of the network meeting the
requirements of the protection scheme.

These issues combined with the requirements now in
place for North American Utilities with the NERC CIP stan-
dards make involvement of the Telecom/IT groups in these
types of projects even more critical. So what’s the answer
then you ask? It is simple. The P&C department needs the
Telecom/1T department and vice versa.

Training: “We don’t have budget for training, we can just
learn as we go like we always have.” Although on the job
training has been successful in the past with other technolo-
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gies, a more structured approach to training is the best option
to minimize project risk for the first IEC 61850 based project
for the utility. This means setting aside a budget specifically
for training. The utility’s goal should be for everyone who
will work with, on, or around the automation system to un-
derstand the basics of [EC 61850 and networking and at the
same time provide a core group of experts more advanced
training. As word spreads, utilities may find that interest
throughout the company will point out the need for this type
of training on a larger scale and not limit it to the project team.
To maximize the effectiveness of [IEC 61850 training, utilities
should also evaluate the level of understanding of network-
ing fundamentals for the affected personnel and address this
firstif needed.

Buy-In: “T knew this would never work.” Across the board
buy-in from all affected organizations is critical to the success
of the project. Like any other change in the company, there
may be some that resist it at first. While there may be many
reasons for the resistance, communication and education are
the common answers. If people understand the basics and feel
that they are a part of the project and decisions relating to it,
then they are more likely to buy into the change and therefore
accept ownership. Like the documentation discussed later in
this paper, this buy-in will also support the transition from
the engineering personnel to the operations and maintenance
personnel at the end of the project.

Process

Just as significant as changes in the system design, are
the changes taking place in the design process itself. These
changes reflect a new way of doing business for the utility —
one where small investment in engineering is made up front
in the interest of paying big dividends in the long term. Each
utility will most likely encounter in their first projecta pro-
cess which is anything but conventional or predictable.

Method: “What does the process look like and how long will
it take? What does the finished product look like?” A waterfall,
or predictive, approach to projects has historically been the
main staple for many utilities. Predictive methods focus on
planning the future in detail. A predictive team can report ex-
actly what features and tasks are planned for the entire length
of the development process. Predictive teams have difficulty
changing direction. The plan is typically optimized for the
original destination and changing direction can cause com-
pleted work to be thrown away and redone. Predictive teams
will often institute a change control board to ensure that only
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the most valuable changes are considered. While this ap-
proach has served the industry well for many years, it may
not be best suited for what will be a highly dynamic design
process.

In contrast, adaptive methods focus on adapting quickly
to changing realities. When the needs of a project change, an
adaptive team changes as well and an adaptive team will have
difficulty describing exactly what will happen in the future.
The further away a date is, the more vague an adaptive meth-
od will be about what will happen on that date. An adaptive
team can report exactly what tasks are being done next week,
but only which features are planned for next month. When
asked about a release six months from now, an adaptive team
may only be able to report the mission statement for the re-
lease, or a statement of expected value vs. cost.

The path taken in evolving to an IEC 61850 based substa-
tion automation solution will be full of discoveries at every
stage for utilities. To mitigate the impacts of these discover-
ies, utilities should adopt more agile or adaptive methods to
system integration and design.

Data Modeling: "Here are my relays. How do Lfit functions
into them?" vs. "Here are my functions. What relays do I need?"
When it comes to data modeling of the associated primary
and secondary systems within the substation, each utility
will ultimately need to determine if it will utilize a top-down
or bottom-up approach. Traditional substation design uti-
lizes a bottom-up process where devices are chosen and then
the functions are chosen during the integration.

The top-down approach enables the utility to express the
functional needs of the substation utilizing the [EC 61850
language. Once these functions are modeled, then devices are
chosen which support these functions.

While the bottom-up method is effective for meeting the
functional requirements within the substation fence, the re-
sulting modeling presents barriers to integrating the substa-
tion data into the enterprise collective. If the utility expects to
realize the value of utilizing IEC 61850 technology inside the
fence as well as within the enterprise, then it should consider
adopting a more top-down approach to data modeling.

Device and System Testing: “These devices all support
IEC 61850, doesn’t that mean they have to be interoperable?”
It sounds logical but it s far from the case. The truth of the
matter is that when IEDs from more than one vendor are
involved in the project, then more of the items classified as
optional in the standard will come into play. A little upfront
investment in a lab facility by the utility will prove to be ab-
solutely invaluable by providing a testing “sand box,” espe-
cially if the system integration is being done with in-house
resources. This, along with utilizing structured testing inte-
grated within the design process, will help utilities mitigate
risk to the project since full-scale testing might not be practi-
cal prior to the final system being built. This is especially true
if itis the utility's first project involving IEC 61850. One of
the most significant lessons learned from early experiences
is that type testing of just the devices may simply not be
enough in the realm of 61850. This is an engineering stan-
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dard of astounding breadth and depth, intentionally designed
to accommodate as many configurations and methodologies
as possible. Vast portions of the object models are marked as
“optional” in the standard so as not to be prescriptive with
regard to product lines. Unfortunately, this same flexibility
can be extremely daunting when first trying to discern how
to represent your individual design. And in order to imple-
ment that design, you will, in fact, end up requiring some
portion of those “optional” objects. This will be up to you
and the vendor to negotiate.

Utilities should consider at least three levels of testing
prior to the final commissioning/site acceptance testing:

M Individual device testing verifies that the selected [EDs
meet the utility’s requirements before the detailed engineer-
ing and integration occur. This testing basically uses a simu-
lated client to test a real server and a simulated server to testa
real client. In order to keep the variables to a minimum, only
alimited network setup between devices is used in this phase
to test device behavior during basic scenarios or failure modes
(Fig. 3).

M Integrated functional testing is similar to the individu-
al device testing except that the simulated device will be re-
placed with a real device. The goal for this testing is to verify
basic interoperability between the various devices which will
be utilized within the substation automation system (Fig. 4).

H Integration and performance testing uses the actual
network devices planned for the substation. This testing is
aimed at verifying that the final design of the substation auto-
mation system meets the requirements identified in the Sys-
tem Specification Document (Fig. 5).

Documentation

Documentation can be perhaps one of the most signifi-
cantareas of culture change within the utility as part of evolv-
ing to IEC 61850 based substation automation systems. Two
specific instances worthy of note are the necessity of a system
specification document as well as updated operations and
maintenance procedures. Early adopters have initially over-
looked or not identified these as high value items. Looking
back however, not only did the utility realize these initial as-
sumptions to be wrong, it quickly realized how directly tied
these items were not only to the overall success of the project,
but the reliability of the power system and safety of person-
nelas well.

System Specification Document: “We have never cre-
ated a system specification document before, why do we need
to start now?” There is a good chance you will find yourself
uttering these same words in the future. The value for a sys-
tem specification document may not be clear when the engi-
neering process begins. This may be due to a utility’s decision
that the system integration responsibilities are being kept
in-house and not out sourced or due to not understanding
its criticality. For many utilities, life begins with planning
sketches and very few predetermined details prior to starting
the engineering and integration process.

It will quickly become clear however, that in order to fos-
ter communications between the various groups involved
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within the utility as well as between the utility and its sup-
pliers, a system specification document is essential. Not only
isitessential, it should be created as one of the very first steps
of the project. Once developed, strict revision control of this
document is paramount to minimizing rework downstream
in the project due to miscommunications and changes. Utili-
ties may find ita challenge at first when attempting to create
a system specification document if they have little or no pre-
vious experience in creating these type of documents or no
good examples to use for reference.

Operations and Maintenance Procedures: “Let’s see
what this button does. What happens if I click this?” It sounds
absurd to think about in a substation environment but this is
exactly the effect of inadequate operations and maintenance
procedures. Without them, personnel are forced to “reverse
engineer” parts of the system to perform even the most rou-
tine of tasks. This too is an area that is often not given near the
amount of attention needed in the early part of these types
of projects.

One of the largest paradigm shifts for the utility in this
type of system design arises from the integrated systems and
somewhat hidden interdependencies between them. With
the traditional designs of the past, one group could isolate a
particular device or system and perform maintenance func-
tions without affecting adjacent systems. Now that protec-
tion, control, and data acquisition is not being performed on a
common substation local area network (LAN), this tradition-
al “air gap” isolation which has been one of the standard tools
utilized to create a clearance zone in the industry for many
years, is not practical. In order to provide the operations and
maintenance personnel the same safeguards and flexibilities
given to them with traditional designs, the utility’s exist-
ing operations and maintenance procedures will need to be
updated and new ones created if needed to fill in any gaps.
Documentation not only plays a vital role in the engineering
process, itis critical to the process of transitioning the facili-
ties from being supported by the engineering personnel to be-
ing supported by the operations and maintenance personnel.
Without adequate documentation, engineering personnel
are vulnerable to play an extended support role for the facili-
ties, long after the project closure occurs. Without adequate
documentation, operations and maintenance personnel are
atincreased risk of misoperation. Most important however is
that without adequate documentation safety is at risk.

Tools

“IEDs come with their respective programming tools so
what more do we need?” Technology has provided a seeming-
ly endless variety of software tools that we use on a daily ba-
sisand it’s easy to take them for granted. Thatis at least until



you don’t have them to help solve a problem. Early adopters
were faced with the reality that only a handful of the products
touting support of the IEC 61850 protocol were supported
with software tools allowing complete device configuration
by the utility. This fact was discouraging to say the least,
since so many times the interoperability demos seen at many
events created a perception of a seemingly “plug and play”
environment with the products. The reality is that even with
the needed software tools, life at this stage of the game is any-
thingbut “plugand play.” Furthermore, IEDs which required
vendor support for configuration changes are a major risk to
the utilities and should therefore be avoided.

Once the utility has the necessary IED configuration tools
in hand, the challenge does not stop there. In order to pull it
all together, the utility will need to carefully select a proper
system configurator tool. This selection can be as daunting as
selecting the IEDs themselves since it will also need to be in-
teroperable with the IED configuration tools. Early adopters
had few choices when it came to system configurator tools
and the ones that were available, provided limited function-
ality in many cases. The good news is that today this is not the
case. Utilities can procure these tools from the IED vendors as
well as third parties which do not market IEDs.

In addition to the IED configuration and system configu-
rator tools, there is a need for a category of tools used for test-
ing, not affiliated with the specific equipment vendors. These
third party tools are need by utilities for engineering, testing,
commissioning and maintenance of IEC 61850 based substa-
tion automation systems and many times will play the role of
referee when problems are encountered.

Recommendations

So what is the moral of this story you ask? Is this about
the technology? s this about which utility has the super cool
knows all ends all best thing since sliced bread substation au-
tomation system design? Of course not! It’s a given thatno
two utilities are going to have the same exact requirements or
needs and that technology will continue to change at an even
more rapid rate. Rather than provide utility or technology
centric details that will become outdated quickly or notapply
atall to your particular case, this article hopes to provide utili-
ties, which are evaluating or in the early stages of migrating to
the utilization of IEC 61850 or any new technology within
the power system, advice based on other utilities’ experience
which simply put will help mitigate risk. This advice can be
summed up as follows:

B Map out the entire process and identify your utility’s
potential areas of difficulty before you start and address these
issues as much as possible up frontand not as you go. There
will always be a need to adjust and fine tune things along the
way which is perfectly acceptable. Just try not to starta step
when the endpoint is unknown.

B Telecommunications and I'T support are critical to the
project. The utility cannot afford to make every engineer an
IT expert which is exactly what is needed to properly design,
configure, and operate a substation network supporting this
type of automation.

Implementing IEC 61850
systems is not without
challenges

]

B All personnel that will work with, on, or around the
substation automation system should understand basic net-
working and IEC 61850 concepts. On the job training will
not be sufficient so set aside a budget specifically for training.

B Don’t overlook getting up front buy-in from all affected
organizations.

B Waterfall vs. Iterative method? Consider borrowing a
chapter out of the software engineering world and utilize an
iterative approach. No matter how good your crystal ball is,
you need to re-evaluate progress, refine requirements, and
reset your compass a few times along the way.

B Don’t forget the utility needs outside the substation
fence and consider utilizing a top-down modeling approach.

B Don’t assume anything will work “out of the box”. De-
vice level, interoperability, and system level testing/verifica-
tion is critical and should be done well in advance of system
commissioning.

M A system specification document is critical and should
be one of the first steps of the project. Don’t overlook the
need for revision control of this document as well.

B Operation and maintenance procedures are essential to
success and directly related to achieving the desired reliability.
For safety sake alone, these are a must!

W Don’t assume the tools that come with your [EDs are
going to be all that you need. Third party tools such as system
configurators, network sniffers, protocol analyzers, network
capable protection relay test systems, and fiber cable testers
areamust.

W Don’tbe afraid to ask for outside help.

M Lastly but perhaps the most important advice is that
things will not always go as expected. Accept this fact, expect
it to happen, and schedule accordingly.

With new technologies come new challenges, and while
forging new territory might sound filled with glory, rarely
doesitnotalso come with its share of humbling reality. Utili-
ties migrating substation automation system designs based
on the IEC 61850 standards will no doubt expect to face chal-
lenges associated with adopting new technology. What may
notbe expected is that they will also be faced with the chal-
lenges associated with changing the methods used to design
these systems. And while the path is not painless, it does offer
opportunities for the open-minded to learn and leverage new
tools and new ways of doing business. B

B PAC.SUMMER.2009



