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commissioning, routine testing and 
protection engineering departments 
under pressure to save costs. 

How can the quality of the 
protection system and as a direct 
result, the power system, be 
sustained or even improved when 
the staff for relay evaluation, 
commissioning and routine testing 
is generally reducing? One way to 
escape this dilemma is to increase 
the productivity of the remaining 
experts through automation. 
Automation can save the relay 
experts’ time, allowing them to 
concentrate on solving and analyzing 
actual failures during power system 
operation, or relay commissioning 
and maintenance. Furthermore 
automation can even increase the 
depth of testing in a shorter time, 
raising not only the efficiency but 
also the quality. This article describes 
testing of modern relays and the 
impact of IEC 61850 on protection 
testing in a practical manner.

 Challenges for today's 
protection engineers

One of the biggest current 
challenges today's protection 
engineers have to deal with is to 
master the high complexity of 
modern protection systems. Further 
challenges which are faced by 

engineers ( e.g. operating the systems 
closer to the limit, distributed 
generation, rising time and cost 
pressure etc.) will not be discussed 
here in detail.

Reasons  for  the  r i sen 
complexity of modern protection 
devices:  In order to master the field 
of protection engineering, one needs 
solid expertise and broad theoretical 
basics on electrical power systems. 
Thus the field per se is complex. The 
following points will show where 
the additional complexity of modern 
protection devices originates:

Multifunctional protection 
relays: Whereas formerly there 
was mostly one protec t ion 
function implemented per device, 
nowadays prevail multifunctional 
protection devices. Even though the 
multifuncionality is not used to the 
full extent most of the time, it is still 
there and thus increases complexity. 

Integration of additional 
functions:   Transient recorder, 
SCADA functions, interfaces, 
process bus, fault locator, control 
functions, plc functionality, phasor 
measurements functions and many 
further functions are integrated into 
protection devices nowadays. The 
standard IEC 61850 stays abreast of 
this development and emphasises it 

Thus, due to the vital role 
protection relays play to achieve 
high power system stability and 
also in preventing the power system 
owner from high financial losses due 
to damaged power system elements, 
the risk of malfunctioning relays 
should be minimized. Thorough 
commissioning and routine testing 
of relays should be undertaken to 
minimize this risk. On the other 
hand, trends like liberalization 
of the electricity market and 
privatization of utilities put the relay 
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by using the term "IED" (Intelligent 
Electronic Device) instead of calling 
them  protection devices.

Algorithms are handled in the 
software (firmware): This fact 
results in a higher complexity, 
because of requirements for frequent 
firmware updates. 

PC-Software: Modern protection 
devices are parametrized and read 
out by PC-software. Therefore one 
faces not only the advantages but 
also the problems resulting from PC 
usage. Only some of them are: short 
life cycle of the PC hardware and pc 
operating systems, error proneness, 
networking problems with the 
corresponding security, firewalls, 
driver,  interface and updates issues, 
the classic SW bugs, different SW 
concepts of different vendors, etc..  

Life cycle of protection devices 
becomes shorter: New ideas and 
concepts as well as rapidly developing 
fundamental technologies are the 
basis for innovations, which enter 
the products within increasingly 
shorter cycles. As a result the 
knowledge gained about such 
devices with short life cycle will also 
pay off for a short time. 

Greater variety of interfaces: 
Formally one could do everything 
with the classical 1A/5A and 
100V/110V interfaces and some 
contacts. Nowadays this has 

changed completely. In addition to 
the "classical" interfaces there are 
interfaces to the SCADA system 
e.g. IEC 60870-103, Modbus, 
DNP, IEC 61850. For the process 
bus we use IEC 61850 GOOSE, 
non conventional VTs and CTs 
with low level or data interfaces 
like IEC 61850 Sampled Values are 
available. Time synchronization, 
communication between the 
protection devices (e.g. line 
differential protection), proprietary 
communication interfaces to the PC, 
or station computer etc. are further 
interfaces that have to be dealt with. 

As a central result of all of these 
points we can see a very high 
amount of parameters available in 
modern protection devices. Finding 
strategies to manage all these 
parameters becomes more and more 
important. 

Ways to manage the big 
amount of parameters

In most cases only a very small 
amount of parameters is actually 
set to configure the relay to protect 
certain equipment. Therefore 
utilities for a common application 
such as line protection often define 
a standard setting for a standard 
application. This standard setting 
often is defined in connection 
with the acceptance test by the 
standardization group of the utility. 

This standardization work is usually 
done in the laboratory of the utility. 
The field engineers who then apply 
the relays to the local conditions 
do not touch the standardized 
parameters anymore. Only a 
very limited amount of relevant 
parameters is varied, thus reducing 
the complexity.

Often the standardization process 
inside the utility does not stop there. 
Many utilities have started to create 
standard test plans in connection 
with the settings´ standardization 
process. These standard test plans 
are handed over to the field engineers 
together with the standard settings. 

Relay Test Automation 
The last section of this article 

highlights that standardization is 
the key strategy to dealing with the 
challenges protection engineers 

During the evolution 
from single - to 

multifunctional relays, 
the challenges for 

protection testing have 
evolved on at least the 

same scale.
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standard test 
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complexity.

1 IED test plans ideally adapt to:
the nominal data derived from the settings calculation source

2 Pulse ramp functions  
Test the pick up of overlapping elements

IED Model/XRIO

Settings
Calculation

Test steps
"linked" to
actual
nominal
setting

Test Template
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in today's utilities are facing. 
Once the utility has standardized 
on a few relay types and its basic 
parameterization, a next natural step 
is to create standardized test plans 
that help the engineer to verify the 
IEDs functionality in a standardized 
manner. "Test automation" in this 
regard does not mean to create a 
fully automated procedure that runs 
through after a single button click. 
Well, it can be. However, the focus 
is more on creating a standardized 
procedure that verifies in predefined 
and standardized comprehensible 
test portions - step by step - all the 
important functionalities of the IED 
under test. 

Testing an IED shall assure that its 
designated (protective) function is 
fulfilled. Before putting together test 
strategies, possible reasons for relay 
malfunctions should be considered:

 The firmware of modern digital 
relays is complex software and like 
all software it is not free of bugs.

 Although the influence of 
hardware component drift or error 
could be reduced in digital protection 
equipment (self monitoring), there 
is still hardware which is not 
monitored and which may fail.

 Human errors. We are not 
perfect and mistakes do happen. 
Therefore we try to minimize errors 
by testing. Focus should be on errors 
in setting and configuring the IED as 

well as checking the plausiblity of 
the settings calculation. Dozens of 
parameters have to be set correctly. 
Only 1 wrong setting may lead to a 
maloper at ion when cor rec t 
operation would be important.

 Frequent firmware updates of 
modern relays are on the one hand 
eliminating errors, but may also be a 
source for new errors.

 Changes in network topology 
become more frequent due to trends 
such as distributed generation and 
network liberalization. Changes in 
relay settings are an error source and 
correct operation after changed 
settings should be verified.

 If the IEC61850 functionality 
of IEDs is utilized, the question arises 
what happens if the SCD file has to 
be changed/updated. For example 
when a new feeder is added to an 
existing substation. The SCD file 
will be changed because it describes 
the entire substations. Now, 
changing the SCD file means 
changing the configuration and 
parameterization data for all IEDs in 
the substation. To be on the safe side 
after the IEDs have been updated,  
retesting the IEDs after each SCD file 
update is recommended.

 Wiring errors and errors in the 
protection system including CTs, 
VTs, Breakers, etc.

Modern IEDs present many 
hurdles for test automation:

 Many, often overlapping 
functions, are active in parallel. 

 Not every function has a 
dedicated contact routed for easy 
checking of its proper functioning.

 The parallel operation and 
interaction of those functions should 
especially be tested.

 Free programmable logic 
functions may differ from relay to 
relay and make it impossible to create 
standardized test plans.

General rules for successful test 
automation programs:

 Standardization of relays and 
their parameterization is the key to 
successful test automation. 

100% Standardization is 
impossible therefore a test 
automation system has to provide 
the tools to quickly and easily adapt 
standard test plans to fit non standard 
applications.

The listed aspects lead to the 
creation of guidelines which 
should be observed when creating 
standardized test templates:

1.  A relay has to be tested to its 
actual settings. Testing a relay to 
factory default settings or other 

The challenges for 
protection testing have 

evolved  significantly. 

Test Plan/ IED Model

 Manuel transfer
-> errors possible

Settings
Calculation

3 Errors in setting the IED: 
remain undetected by deriving the nominal data from the IED

4 Test results assessment 
Visualization of the test steps is important
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changed settings does not guarantee a 
proper function with actual settings. 
-> Automatic test plans (Fig.1) have 
a possibility to adapt to fit the actual 
relay settings. E.g. by linking the test 
steps to the relay settings.

2.  The person in charge should 
understand all aspects of the test plan 
and should be able to adapt the test 
plan if necessary -> Tools for creating 
a test plan should be easy to use in 
such a way that no programming is 
required to build or change it. Ideally 
the test plan is built by adding/
adapting standard test functions (test 
modules) that can easily be linked to 
the actual settings of the protection.

3 .  Block ing/disabling of 
overlapping functions for testing 
purposes should not be done, 
because the unblocking/enabling can 
be forgotten after the test. Secondly 
the influence the parallel functions 
may have on each other  (e.g. limited 
processing power) is not tested. -> 
The test software must support test 
algorithms that allow stimulation 
of exactly the function under test 
although the other functions are 
active in parallel (Fig. 2). 

4.  GOOSE possibilities: The 
GOOSE can be used for transmission 
of any kind of data (startup, trip, 
measuring values, counters). 
This offers new possibilities for 
protection itself and its testing. Due 
to GOOSE's multicast mechanism 

distribution every information 
is available everywhere- in every 
feeder for instance. Distributed 
functionalities can be realized 
without additional effort for 
wiring etc. -> Utilizing GOOSE 
messages for testing purposes allows 
reducing the complexity of test 
plans. The complexity of test plans 
can be reduced if efficient testing is 
considered in the engineering phase 
for the protection IEDs already. 

5.  Testing of relays should be 
done against the settings calculated 
in the relay setting sheet. Reading the 
settings file directly from the relay 
and testing against those settings 
introduces the danger of (human) 
errors when setting the relay or 
unwanted re-parameterizations, 
for whatever reasons, are not 
discovered. -> Testing against the 
settings read directly from the relay 
is not covering an important error 
source (Fig. 3). 

6.  As it is possible to freely 
program the logic of modern digital 
relays, it is required that the tester 
can easily add new tests to a standard 
test plan for those  "non standard" 
functions. ->Adaptation of standard 
test plans has to be easily possible. 

7.  Automatic assessment of 
test results, according to given relay 
tolerances, is a must. However, the 
automatic assessment can never 
fully replace the plausibility check of 

the results by the testing relay expert. 
-> Visualization and straight forward 
graphical representation of the results 
is necessary to allow the expert a 
quick and easy plausibility check of 
the test results (Fig. 4).

8. Utilization of easy to use 
network simulation tools helps to do 
a plausibility check if the protection 
IEDs basic settings are correct. This 
way errors in calculating the IED 
parameters or setting errors can be 
discovered.  -> Ideally the test plan 
contains test steps that simulate faults 
in a network model that is based on 
the primary data of the protected 
network components (Fig. 5).

9. Once a failure is found in a 
relay, be it the relay itself, a wrong 
setting or even a wrong test plan, it 
is important to have the appropriate 
analysis tools and support to quickly 
locate and eliminate the error 
source. -> Automated testing requires  
very good documentation and 
visualization with event recordings 
and graphics of all the test steps. The 
test set should provide troubleshooting 
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5 Transient network simulation  
It can be used for plausibility testing of the IED parameterization

6 Troubleshooting tool 
Transient recorder function in a test set 
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tools like transient recording, wiring 
checking tools and measurement 
functions (Fig. 6).

Generating Fault Quantities
It is the task of an IED (especially 

for protection purposes) to detect 
faults on assets. To do this the IED 
receives information regarding the 
developing of values as current, 
voltage, phase shift… For testing 
these values can be provided in 
different manners.

Conventional measuring 
transformers: As mentioned the 
1A/5A and 100V/110V is a well 
established interface for a long time 
already. Due to that test sets are 
available and approved. Combined 
with powerful software a test 
even of complicated protection 
functions is possible.

Distributed functions (as busbar 
protection) especially with different 
nominal values of the CTs, require 
test sets with high power and high 
amplitudes of currents.

Non-Conventional Measuring 
Transformers: Non conventional 
transformers such as Rogowski 
coils and optical CTs,  solve some 
known problems of conventional 
transformers - for example CT 
saturation. A disadvantage might 
be non standardized interfaces and 
protocols used, that can make them 
difficult to test. Sampled Values 
as described in the next paragraph 
might accelerate the use of this 
technology. In the cases when 
non-conventional instrument 

transformers are used, Sampled 
Values primary injection is accepted 
as a trustworthy test.

S a m p l e d  Va l u e s :  I E C 
61850-9-2 describes a special 
mapping to transmit measuring 
values as primar y values on 
Ethernet, they are called "Sampled 
Measured Values" or "Sampled 
Values" (SV). A special guideline 
("9-2LE"defines a certain profile of 
this standard with dataset (what 
are the values to be transmitted- 
voltages and currents) and sample 
rate (80 samples per cycle for 
protection and measurement, 256 
for Power Quality purposes) and 
enables an easy implementation 
for vendors and users. So called 
Merging Units (MUs) produce the 
SV streams. If the standard does 
not describe a special technology to 
make sampled values out of "real" 
values these MUs can be utilized 
for output of non-conventional 
transformers or conventional 
transformers and can even be a part 
of the transformer itself.

Primary Injection: For a 
plausibility check and even for 
"real" protection testing, primary 
injection will become more and 
more important. If in case of  SV 
the measuring values are "just 
a stream of primary values" the 
proper functionality of an MU 
can be easily tested in that case. 
For testing the verisimilitude a 
powerful "secondary injection test 
set" is sufficient.

Advanced Testing
Background:  IEC 61850 

utilizes different possibilities of 
communication. For client/server 
communication and exchange 
of non time critical information 
between a substation HMI (client) 
and an IED (server) services such 
as reporting, logging and control 
are used. On the other hand the 
standard describes a set of "real time 
services" for fast exchange of data 
such as the mentioned GOOSE and 
Sampled Values. For this "real time 
data" a conventional client-server 
communication is not sufficient 
and an unconfirmed mechanism is 
used - a multicast that spreads out 
information over a network.

Protection Testing in that case 
involves the measurement of the 
performance of the overall transfer 
time as described in IEC 61850-5.

The standard describes several 
performance classes. For important 
information as "trip" the overall 
transmission time shall be less than 
3 ms This requires the testing of the 
overall system.

G O O S E  P e r f o r m a n c e : 
Occasionally there are reports 
about failed GOOSE applications 
due to insufficient GOOSE 
performance. In some places this 
has even raised doubts about the 
usability of GOOSE in general. 
Most of these problems emerge 
from non-recommended usage 

8      GOOSE performance 
calculation  summary
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 GOOSE Performance Calculation Summary 

Average value t  and standard deviation �  
Calculating DUT performance: 

TSRTDUT ttt �= 2 ,   22 2 TSRTDUT ��� �=  

Calibrating the test set: 
4RTTS tt = ,   2RTTS �� =  

Confidence interval: [ ]�� ×+×� ktkt ,  
k � 4  for 99.99% confidence 
k � 2.6  for 99% confidence 

Maximum rating: �×+ kt  
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or from an improper analysis of 
the applicability of devices. One 
problem is the lack of performance 
specificat ions, which would 
facilitate the assessment of a device 
in a distinct application.

Measuring GOOSE performance 
is indeed a challenge. IEC 61850-10 
lays out some testing methodology 
for the communication latency 
in clause 7.2, but it makes some 
assumptions about access points 
which are often hard to meet. 
Ideally, test terminals which 
are immediately operated at the 
transition of a message between the 
protocol layer and the application 
would have to be used, but this 
option is only available to the 
device vendor. If normal physical 
outputs are used, they should have 
no essential delay (e.g. solid state 
types), the delay of a normal contact 
may be larger than the latencies to 
be measured. And finally, there are 
devices that may have no physical 
outputs at all.

The user can only make more or 
less indirect measurements. Some 
useful specifications to help the 
system integrator to better assess 
a device, can be derived. The idea 
is to measure a round-trip time 
to obtain a conservative estimate 
for the GOOSE performance. A 
GOOSE is sent out from a test set  
(TS) to a device under test (DUT), 
which sends a GOOSE back to the 
test set as fast as possible. Figure 
9 shows what times are involved 
and make up the round-trip time 
measured by the test application.

To make this method work, a 
number of assumptions must be 
made:

 The transfer time in the 
network is negligible. This can be 
fulfilled in most cases by keeping 
the connection between the test set 
and DUT as simple as possible (one 
Ethernet switch at maximum). 
Short GOOSE packets are about a 
dozen microseconds long in a 
100Mbit/s network. A fast switch 
should not incur significantly more 
delay than this.

 The t ime in the DU T 
application is negligible. This can 
be accomplished in many cases. If it 
cannot be met, the effect will be on 
the safe side, appearing as an 
increased GOOSE processing time 
of the DUT, thus giving a more 
conservative result.

  The GOOSE processing 
times are symmetric, meaning the 
input and output processing times 
are about the same. This has to be 
assessed from case to case. If 
significant asymmetry must be 
assumed, the formulas need to be 
modified to deliver results for the 
sum of the input and output times. 
Even this less specific statement 
would be some hint on the GOOSE 
performance of a device.

IEC 61850-10 already requires 
applying statistical methods, 
with average values and standard 
deviations computed from at 
least 1000 measurements. This 
st atement cont ains another 
assumption, since it implies that 
the measured values conform 
to a normal distribution. The 
assumption allows the use of 
established mathematical methods 
for processing the results. Even if 
the kind of distribution is hard to 
determine beforehand, using this 
model shows to be a conservative 
approach. This will be mentioned 
ag ain below. The st at ist ical 
evaluation of a sufficient number 
of round-trip times delivers an 
average value and a standard 
deviation, which is composed of 
the characteristics of the DUT 
and the test set (see figure 8). To 
calculate the figures of the DUT, 
the performance figures of the test 
set need to be known. To obtain 
these figures, the round-trip test is 
performed with another, identical 
test set as DUT.

With modern test automation 
tools providing scripting features, 
the task of repeated measurement 
and continuous calculation of the 
statistical parameters can be easily 
performed. For a data sheet, a rating 
such as a worst case figure is needed 

as a specification. An upper limit 
can be derived from the confidence 
interval for the communication 
latency and used as a maximum 
rating for characterizing the 
GOOSE performance of a device.

With high performance test 
sets, values of well below 1ms for 
99.99% confidence are achievable. 
So just one out of ten thousand 
values would theoretically exceed 
this rating. In fact, a closer look 
at the results reveals that the 
test set performance is even 
better determined in the distinct 
case. In a series of more than 
250,000 repetitions, not a single 
measurement showed a value 
greater than the upper limit for a 
99% confidence interval. Thus, 
a normal distribution would 
have resulted in thousands of 
outliers. The actual distribution is 
obviously more reliably clustered 
around the average value than a 
normal distribution, having an 
upper limit and not showing tails 
of the distribution extending into 
infinity.

The idea is 
to measure a round-
trip time to obtain a 

conservative estimate 
for the GOOSE 

performance.
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